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The Great Trust Recession

How Deepfakes Are Shattering Digital Confidence — and Forcing a
New Security Standard

ldentity Is the New Attack Surface

5%

believe a synthetic identity using a
convincing deepfake could infiltrate
a major company

ey § 0 81%

would consent to biometric face
verification during hiring

T

ldentity compromise now creates enterprise-wide risk — not just isolated fraud.

Trust + Convenience =
Competitive Advantage

Financial Services

; 4 % switch providers for deepfake protection

Government Services

o o more likely to use online services with secure biometric login

43% prefer secure face scan via mobile app

30% prefer in-person appointment

When identity verification is secure and seamless, consumers respond positively.

The Collapse of Trust Online

Seeing Is No Longer Believing

o believe a convincing deepfake could
o pass a video job interview today

4 8 o/ question the authenticity of “almost ——— P
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Digital authenticity can no longer be taken for granted.

ldentity Security Now Drives Loyalty

Deepfake protection is becoming a competitive differentiator.

would switch banks if a competitor offered
guaranteed protection against deepfake fraud
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of 25-34 year olds would switch immediately

5 2 % believe institutions should be legally liable for deepfake-enabled fraud losses

‘Deepfakes are quickly undermining the
trust at the heart of the digital economy,
ultimately compelling consumers to
change their behaviors and, importantly,
who they are willing to do business with.”

— Andrew Bud, Founder & CEO, iProov

Restoring trust in the digital economy requires proving genuine human presence — not just
detecting fraud.

Can You Spot the Fake?

Try the “Find the Fake” challenge
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January 2026 survey of 2,000 consumers in the United Kingdom and the United States, commissioned by iProov.

This brochure is intended and provided solely for promotional and informational purposes, regarding iProov’s technology solutions. We (iProov) have taken reasonable steps to ensure it is accurate (to the best of our knowledge) at the time of
publication but we accept no liability for any loss or damage arising from reliance on this document or from any error or omission contained within it. This brochure does not constitute an offer, guarantee, or contractual obligation of any kind.
Images and graphics included in this brochure are either the property of iProov or licensed from third-party sources. No duty of care is owed to any third party who may read or obtain a copy of this document. Any references are illustrative and do
not imply endorsement or affiliation, unless explicitly stated.
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